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SUMMARY

Gity of Praitle City {"Customer’) has requested that RK Dixon ("Company”) perform defined tasks to provide
services on an on-going basis for the specified period, 136 manths. This Statement of Work ("SOW") autlines
those specific Managed Services to be provided,

This Managed Services SOW is effective as of 5.25-2022 {"Effective Date™) by and between Customer and
Gornpany pursuant to that certain 1T Master Services Agreement (“Agreement’) hy and between the parties
dated 5-25-2025, Capitalized terms used in this SOW that ave not otherwise defined helow shall have the
meanings in the Agreement or schedules, appendices of exhibits to the Agresment,

The following services will be provided to address Customer required needs.

PRICING

Managed Helpdesk $615.00
24x7 - Helpdesk Support

(17) Managed Woarkstation

Managed Infrastructure $353.00
24x7 - Device Support
(2) Virtual Machine
(1) Physical Server with OS
{1) Switch
(2) Firewall/Router

Fortinet, Cisco

(2) Wireless Access Point

Managed Data Protecticn $545.00
Local/Cloud Backup

(1) Front-End Data: Up to 2TB
Monthly Services

$1513.00

Monthly Total | $1513.00
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One-Time Managed Services Onboarding

Total Onboarding, Startup, and One-Time Charges: $ Free‘l

Billing will be monthiy for the specified SOW duration, 36 months.

ADDITIONAL NOTES:

» Statemenis of Work are valid for 30 days from the Effective Date.

«  Any work performed outside of the scope of this SOW will be billed separately at current rates viaa
change request.

o Any work performed outside the scope of this SOW will be hilled in accordance with the IT Master
Sarvices Agreement between the parties and Company's current rates, which include overtime
multipliers for work performed outeide of 8:00am-5:00pm local time.

. This SOW does not include any forma classroom-hased training. Any time spent training Customer
will be billed separately at current rates.

PROPRIETARY NOTICE

This proposat contains confidential information of Company. In consideration of the receipt of this document,
Customer agrees not to reproduce or make this information available in any manner to persons outside the
group directly respansible for evaiuation of its contents.

SOW OUTCOMES, DELIVERABLES, AND SCOPE

The goal of this project is to provide Customaer ongolng support for the follawing [T tasks, if included in
Solution Coverage:

o Managed Server :
o Includes Virtual Machine, Hypervisor Physical Host, Physical Server with OS, NAS Device,
Shared Hypervisor Storage
« Managed Workstation
« Managed Data Protestion
e Managed Network Device
o Includes Switch, Firewat/Router, Wireless Access Paint
« Managed Other Device
Addons:
o Email Security/Spam Filtering
Enhanced Manitoring, Notification, and Reporting
Community Portal access
Foliow Me Filtering
Multitactor Authentication

o 0 C ¢

Company will perform the tasks under this SOW while the Customer has a valid agreement and adheres fo all
the terms in this SOW. '
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SOW EXECUTION

The tasks below represent the 5c0pe of the services to be provided, if included in golution Coverage:

MANAGED SERVER

WINDOWS SERVER OPERATING SYSTEM SUPPORT

Windows Server Operating System support includes remote support to retuimn the Operating System to the
previous funetioning state, patching of the Operating System, and management of built-in server features and

roles such as Active Directory Domain senvices, DNS, DHCP, File Server, Print Server, and Remote Desktop
Services.

Additional software that may be installed on servers such as Microsoft Exchange Server, Microsoft SQL
Server, Microsoft SharePoint, Microsoft System Center Configuration Manager are not included as part of
Windows Server Operating System Support.

ACTIVE DIRECTORY & GROUP POLICY MANAGEMENT

Cormnpany will provide remote support for Microsoit Active Directory Domain Services (AD DSY and Graup
Policy Management.

AD DS support includes, but is not limited to, addslchangesldeletions of user and service accounts, secunity
groups, and the permissions suppotting the organization.

Group Policy Management includes maintenance of existing policies after onboarding and creation of new
policies as needed to support the environment,

Testing for AD DS and Group Policy changes may require additional time and/or resources from the cusiomer
to ensure expected results are achieved and may incur additional time and materials costs depending on the
situation.

ANTIVIRUS

Company offers real-time antivirus threat protection with built in remediation.

EXGHANGE SUPPORT

Company will assist in remote management of Micrasoft Exchange Searver emall environment, including user
and license management. Services include adds, changes and deletions of users, distribution lists and
mailboxes, password resets, email routing and delivery rule management, assistance with licensing guestions,
and basic email configuration an supparted workstations and mabile devices.

Patohing for Microsoft Exchange Servef, while not included in this SOW, can be provided as a project on 2
time and matetials basis.

HARDWARE FAU LTS

Company will assess hardware faults o covered devices and facifitate repair of replacement by the hardware
vendor. The Gustomer will Teaintain hardware warranties or provide timely payment for repair charges for any
Customer provided equipment covered under this SOW and pay for any costs associated with required
upgrades or maintenance agreements to address any new features of security concerns.
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ESSENTIAL MONITORING

Company will monitor all supported devices using a standardized monitoring and alerting process for critical
servlces as needed. Automated recovery options are used where appropriate, remote otherwise remediation
will be completed by Company.

WARRANTY MANAGEMENT

Campany will assist customer in tracking hardware and software contract expiration dates to allow for timely
renewal of support of replacement of the govered product.

WINDOWS SERVER PATCHING

Company approves routine patches provided by Microsoft, that are applied to Servers andfor Workstations on
a weelly cadence 1o minimize vuinerabitiies and risk.

Company suggested patehing schedules and policies are available upon request.

STORAGE DEVICES

Company will provide ramote support to assistin returning the storage device to the previous functioning
staie.

MANAGED WORKSTATION

WINDOWS WORKSTATION SUPPORT

Windows Workstation Operating System Support includes remote support to retumn the Operating System fo
the previous functioning state and patching of the Operating System.

MAC WORKSTATION SUPPORT

Mac Warkstation Operating System Support includes remote support o return the Operating System to the
previous functioning state.

ANTIVIRUS

Gompany offers realdime antivirus threat protection with built in remediation.

MICROSOFT OFFIGE SUITE TROUBLESHOOTING

Microsoft Office Suite products include, but is not limited fo Outlook, Word, Excel, powetPoint, and other
appflications depending on license type. Company will instafl licensed software and provide remote
troubleshooting support for errors and issues refated to functionality of these products.

OFFICE 385 MANAGEMENT

Company will assist in rermote management of Customer's Microsoft Office 385 environment, including user
and license management. Services include adds, changes and deletions of users, password resets, email
routing, rule management, assistance with licensing questions, etc..
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HARDWARE FAULTS

Company will assess hardware faifures on covered devices and facilitate repair or repiacement by the
hardware vendor. The Customer will maintain hardware warranties or provide timely payment for repair
charges for any Customer provided equipment covered under the SOW, and pay for any costs assaciated with
required upgrades, maintenance agreements, to address any new features or security concetns.

WARRANTY MANAG EMENT

GCompany will assist cusiomer in tracking hardware and software centract expiration dates to allow for timely
renewal of support or replacement of the covered product.

WINDOWS WORKSTATION PATCHING

Company approves routine patches from Microsoft, that are appiied to Workstations on a weekly cadence to
minimize vulnerabifties and risk.

Company suggested patching schedules and policies ara available upon request.

MAMAGED DATA PROTECTION

LocAL/cLOUD BACKUP

Our Local/Cloud Backup data protection soiution is scheduled to have nighily local and cloud-based backups,
if applicable, and a retention petiod of at least 30 days, if possible. in the event of a failure, the data protection
team will remadiate and reschedule jobs to reduce the potential for data loss as much as possible. Backup
device is sized based on Gompany best practices.

LOCALIGLOUD BACKUP AND CONTINUITY

Our Local/Cloud Continuity data pratection solution includes afl features of our LacaliCloud Backup solution,
with the added option to runan instance of your server on the local backup appliance o in a cloud

environment.

BUSINESS CONTINUITY AND DISASTER RECOVERY PLANNING (*BCDR"}

Our BCDR offefing provides the plan that the Customer and Company will be able to execute in the event of a
declared disaster. For full disaster recovery capability to be understood a formal project would be required to
agsess the processes and technical needs that would be administered by Custorner with assistance from
Cormpany. Full disaster recovery is nat guaranteed of included in the price. Tasting of the DR Plan and other
Services pravided in conjunction with the DR plan will be provided on a Time & Materials basis.

MANAGED NETWORK AND MANAGED OTHER DEVICE ON NETWORK

ESSENTIAL MONITORING

Company wil manitor all supported devices using a standardized monitoring and alerting process for critical
services as needed. Automated recovery aptlons are used where appropriate, otherwise remote remediation
will be completad by Company.
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DEVICE SUPPORT

Network and Other Davice support includes remote support to retum the device to the previous functioning
state,

PATCHING

Patching for other devices, such as Elrewalls, Switches, Wireless Access Poinis, ESXi Servers, etc., while not
included in this SOW, can be conducted on a Time & Materials basis, or may be covered under the Enhanced
Monitaring, Notification and Reporting service,

ENHANCED MONITORING, NOTIFICATION AND REPORTING
Customer's Managed Server, Netwark and Other Device on Network is monitored remotely with an automated
notification system for issues or seriously adverse trends related to avallability or performance.

Dashboards provided through the Customer Partal provide visibiiity into the performance, capacity, and
availability of Customer’s technology-

Updates and security patches for Managed Network devices that are covered by Enhanced Monitoring,
Notification and Reporting that may be performed remotely are included and may be performed upon request
of Customer. Company palicy on update and security patching is available upon request,

EMAIL SECURITY/SPANM FiIL.TERING

SECURITY — SPAM FILTERING/THREAT PROTECTION/ENCRYPTION

The "Security” Email Protection level includes inbound and outboard protection, which combines behavioral,
heuristic, and sandbaxing technologies to protact against zero hour and targeted attacks.

COMPLETE -~ SECURITY pPLUS ARCHIVING/BACKUP

The “Complete” Emall Pratection level includes all the features of “Security” and adds cloud-to-cloud
compliance archiving and backuyp of Office 365 data,

TOTAL - COMPLETE PLUS AIIHEURISTiCSlPHISHlNG TRAINING

The Tofal Email Protection package includes all the features of "Complete” plus advanced forensics, end-user
phishing training, and ariificial intelligence to detect advanced spear-phishing attempts.

PHISHING TRAINING

Phishing training provides an attomated piatform to deliver suspicious email campalgns to identify end users
requiring additional anti-phishing fraining.

FOLLOW ME FILTERING

FOLLOW ME FILTERING (DNS BASED)

Faliow me filtering for workstations hlocks requests o malware, ransomware, phishing, and botnets before a
connection is even established — stopping threats over any port or protocol pefore they reach the network or
endpoints.
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MULTIFACTOR AUTHENTICATION

Multifactor authentication may be provided for supported providers. implementation of muitifactor
authentication may raquire a project.

COMMUNITY PORTAL ACCESS

FULL LIFECYCLE CASE TRACKING AND REPORTING

Case logging, tracking, communication, escalation (as required), closure, and reporting are performed using
Company's Case Management system. Customer Pottal access is provided, enabling secure raview of open
and closed Cases, submission of new Cases, and othet capabilities.

CLIENT EXPERIENCE

IT STRATEGY BUSINESS REVIEWS

All Managed {T customers will regularly meet with thelr dedicated Cfient Experience team member. They will
help align the husiness and technical strategy with our customers and the support team. They will alse help
with road mapping and pianning for future needs, including budget planning and identify and pusiness fisks
axisting or foreseen pased on the business roadmap of the customer.

FULL LIFECYCLE CASE TRACKING AND REPORTING

Case logging, tracking, communication, escalation (as required), closure, and reporting are performed using
Company's Case Management syster. Customer Portal access can be provided through an optional
Community Portal ficense, enabling secure review of open and closed Cases, submission of new Cases, and
other capabilities. Hardware and Software Inventory Reports can also be used o ensureé alignment with
technology needs.

NETWORK ADMIN

IDENTIFY TRENDS AND TEGHNICAL RISKS

The Network Administrator function is performed by a dedicated Gompany Engineer to maintain consistency
and famlliatity with Customer's environment. They conduct remote reviews of the infrastructure and identify
any risks and trends based on the information the taole are exposing or potential issues that are identified via
a visual inspection.

DEVELOP AND MAINTAINS TECHNICAL DOCUMENTATION

After the onboarding praject, Company documents Customer's environment and periodically reviews and
updates the documentation, These documents are stored in Company's systems for reference by Company or
Customer. Any priviteged password information is storedin a password vault, where Company tracks wha has
accassed this information, This piays a vital role in Company’s ahifity to regularly change privileged passwords
of initiate changes upon employee termination.
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SERVICE LEVEL AGREEMENTS (SLA)

Case Response. For Covered Components, the Initial Response SLA for Cases is defined by the following
tahle. Iniiial Response denotes engagement by a Company engineer. Eor the SLA to appiy, the Client is
required to contact the service desk (via the phone number, e-mail, or Case Management system via the
Community Portal):

jmpacts the majority of end users company-wide
- and either -
Causes complete inability to conduct business, of
significant safety or security risk; or
No workaround available and immediate resolution or
workaround is raquired

Cntical Py 16 Minutes

Impacts ability to conduct normal business operations
without a workaround; or
Critical Gase with temporary workaround

Resolution imporiant but not required irumediately; or
End user moves, adds or changes, inctuds ordering and
setup of new and existing computer hardware

1 Extended
Business Hour

a Extended
Business Hours

Minimal business impact; ot
Preventative maintenance; of
General inquiries (8.9 end user training, questions)

WW

*Denotes elapsed service hours. For P this is 24x7 or 8x5 depsnding on coverage level, and for P2s
through P4s this is 8x5.

24 Extended
Business Hours

*Fqor this Response SLA to apply, Critical (P1) and High {P2) Cases require call to the service desk

WORK PREREQUISITES

The Work Prerequisites for services under this SOW are’

. Afully executed \T Master Services Agreement.
« Company must receive one original copy of this document with an authorized signature. Upan
receipt, this praject will gommence with Customer on-hoarding for the managed services requested

on a mutually agreed upon timeline.
o Ifany written autharization form is required to perform testing, Company will provide the required

form fo Customer. ‘
« Customer must designate a singte point of contact and a backup contact for communications with

Company persorme\.

CUSTOMER RESPONSIBILITIES

o Customer must maintain a business olass firewall at each location with static IPs.
. Customer must have appropriate husiness class internet speeds. Requirementis aré higher far offsite

pbackups.
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e Customer must maintain a warranty for all nardware being supported.

. Customer musthave and maintain support agreements for ali supported applicailons and operating
gystems.

« GCustomes must provide any application of pardware licensing and related information upon request.

« Al hardware and software solutions must he properly sizad for their intended use.

« Al hardware, software and services that will be supported by this SOW raust be included in the IT
service Catalog. Any exceplions must be remediated concurrent to onboarding.

. Cuslomer must aliow Company reasonable access and support mainienance windows,

. Company must have access to Custorner's systems during normal business hours.

. Cusiomer must provide a prinmary and secondary designated point of contact for
bilfing, secutity/access and technical related issues (this need not be the same contact).

. Workstations and Servers must be turned on during their Scheduled patching windows.

. Customer must contact Company by phone with any Priority 1 ot 5 jssues. All other issues can be
submitied via phone, amail or on-line.

« Cusfomet (s raspansible for theit data. Data needs dlassified and secured appropriately via user and
group permissions to volumes, shares, and folders.

. Customer should not modify ot uninstall any hardware or software necessary for Company to monitor
or suppaort Customer,

. Customer will inform Gompany of any 3 party patching raquirements and sign off on the schedule
and implementation of it '

. Customer must provide T personnei to assist with rernote troubleshooting, as needed.

o Customer's users must be availeble during troubleshooling client issues uniess otherwise directed by
Company personnel.

. Company isnot responsible for Customer data or any loss of data resulting directy of indirectly from
this SOW.

: VENDOR MANAGEMENT - APPLICATIONISYSTEMS SUPPORT

Company will act as a flalson with vendors 0 support the applications and systems as identified in this SOW.

‘ Gustamer must have 8 current support agreement in place with all the identified vendors for the duration of the
contract terms of this SOW, Support for these applications and systems will be initiated by Customer,

i however, Gompany may contact the vendor if technical expertise is required. Attimes the vendor and

' Company may require assistance from an IT point of contact at the Customer's site; Customer must provide
reasonable assistance when necessary. The Customer is responsible for the development, installation,
configuration, maintenance, patehing, upgrade, troupleshooting and security of their business software. Any -
assistance requested from Company {1 required to meet these obligations may involve a charge rate

SUPPLEMENTAL BILLING DETAIL

HARDWARE RELEASE AND INVOICING TERMS

All hardware, software, and support contracis on the asaoclated Sales Order(s) are authorized for immediate
invoicing upon receipt of shipment to the Custamer's shipping address provided on the Sales Order(s). The

! Customer agrees 0 fund the involce within Company’s approved account receivable terms and will remit

: payment via an approved payment vehicle.

! Furthermore, the Customer undarstands this does not include any service fees rendered through Company,

[ and that ali'service gharges will be accrued as agreed upon via this Statement of Wark or Professional
services Estimates to e paid upon milestone or progression billing by catendar month. Please see Pricing in
tha Summary section for more details.
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SUPPORT CALLS

This service provides rasolution of Customer iT related issues. Requests may be initiated by emall or phone.
Customers may reach out for support via amail at XIT-ManagedSeNices@Xerox.com and by phone at 1-877-
XEROXIT.

STATEMENT OF WORK CHANGES AND/OR ADDITIONS

Company offers a wide variety of consulting services. We will partner with your Company 1o help you meet
every business objective possible. Piease make Us aware of any changes andfor additions to this SOW or to
your business needs. Upon identification of potential scope changes, Customer and Company will agree on
the course of action. As approprlate, Company will then proceed 1o generate a new sOW or Change Request

Form.

EXECUTION

Company believes the SOW outlined in this document will meet the requiremnents of the work fo be petformed.
Any modifications to this document will be made in writing and agreed to by hoth parties and may he subject
to additional charges.

C RK Dixon a Xercx Company

ity Of Prairie City

Printed Name

Signature

Printed Name
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'MARCO IT SERVICES CONTRACTS

Monthly Per User Monthly Fee (Min. $1000)

b Unlimited Use - No Qverage Biliing \ Biled Consumption w/Roliover gilled for Time and Materlals

\ Procurement

*
| i | i
| | |
800.847.3097 800.847.3098 800.847.3098 H
; \ Contact Methods \ MIT@marconst.com ITservice@marcanet.com [Tservice@marconet.com 1‘
1 : i
\ Rapid Resoiution (Triage and Rapid resolution (Triage Only); . . i‘
sayvice Teams ! Remediation); CARE Tear {T Remota Support Team: schedule Field Services :
i \ Network specialists; Field Services Field Services lg
l Suppott Availability ’ Triage: 24x7x365 Triage: 8x5xNBD Triage: 8x5xNBD i
% 24x7x365 Uplift Availabte’ \ Remediation: M-F: 8arn - Spm csT” Remediation: M-F; Bam - 5pM CsT Remeadiation: M-F: 8am - 5pm CsT ‘!
i Priority One ~ 7 rainutes Priarity One - 30 minutes i
: \ ?gwlce L?_‘"el Targets % Priority Two - 7 minutes Pricrity Two ~ 60 minutes i
% 1 esponse Time) I Priority Three - 10 Minutes Priority Three - 90 Minutes |
% '\ Documentation H pynamic Documentation \ static Documantation \ '
¢ Live-Call Answer Live-Calt Answer
1 1, call Center Handling l! warm Transfer to CARE Team Urgent tssue Transfer + Call Back \ Schedule Call Back i
% ' ‘ Recurring Maintenance,
| Onsite Service Inclusion Recurring Health Checks: 1
:{ | Escalation to Fleld services i | \
i \ Recurring Business 1‘ . ) } |
i l Reviews ii Client Sales Associate 1
! % l, Managed Backup k Eligible for Managed Backup \ \ \ |
é i | : L B \
! \ Monitoring \ 24x7%365 Alert Monitaring \ \ i
patch Management Microsoft and 3rd Party** |
T . | |
i
i Monitoring and Patching Agent:
L Remote Management Agent;

1
3 Anti-Virus and Anti-talware:
% Managed Tools Services Ernall SPAM Security:

i

I
|
\l
Included \ Content Security

end-User Security Training;
Lifecycle Management Reporting

Instatlation of Management
Tools and Senvices: Environment Docurmnentation
Environment Docurnentation

Service Onboarding

1
| taking technology further
. S

Friares

marco@marconet.com

z
| ‘ 800.847.3098
a

) _BUS|NESS 1T = MA ED SER\H.CES = CLOUD S « COPIE

e T






AROTESSIDNAL SEAYICES

B S e

NICA MINOLTA

S

IT SERVICES FROM
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Proposal and Schedule of Services




March 30, 2022

Dear Jodie,

Thank you for considering MMIT Business Solutions Group [ All Covered as City of Prairie City
IT support partner. We strategically built comprehensive [T support model that is unique in
the marketplace. As an established, local family husiness, MMIT Business Solutions Group has
peen supporting Des Moines Area organizations for the past 85 years. In addition to our
axtensive 1T knowledge and talent, our strategic partnership with All Covered {AC) has enabled
us to bring additional expertise, expetience and bandwidth to help support our client’s various
iT needs.

Our Managed Network Services (MNS) programs take a “pro-active” approach to IT

support. Instead of the fraditional support model of “reacting” when there are IT related issues,
we've proven that by monitoring and managing ouf client's infrastructure 24/7 and doing remote
triage when appropriate, we can “pro-actively” get in front of the majority of IT related

issues. Additionally, our comprehensive program includes detailed 1T documentation (Guide
Book), IT consulting ! budgeting and tier 1,2 & 3 US based Help Desk support.

My goal is to build a long-term, mutually beneficial partnership between City of Prairie City
and MMIT/AC. In addition to providing world-class technology and local, award-winning
services, you will find three main attributes of MMIT Business Solutions Group to be different
that any vendor in this compeiitive marketplace.

Accountability: MMIT Business Solutions Group is 100% responsible and accountable for
our valued customers. We are empowered {0 make qulick, customer-focused decisions
without any corporate bureaucracy. We own alt aspects of our vital customer relationships.

Vested Interest: As a family business, we truly have a yested interest in our client's long-term
satisfaction. Unlike other organizations where the representatives and managers often change,
the partners of MMIT Business Solutions Group have a vested interest in customer satisfaction
not only on day one or year three - we want to keep our customer’'s for life!

Unique “\alue-Add” Programs: Instead of simply providing IT support, MMIT Business
Solutions Group / All Covered are constantly looking for ways {0 help our customers: reduce
gosts, budget accurately, improve efficiencies and soive problems. As a Managed IT and
Output Services company, we customize prograims to help customers where they need it —
including providing world-class multi-function platforms, robust Content Management /
Electronic Workflow solutions, comprehensive Managed Network IT Support programs to
helping with one fime to IT projects.

Thank you again for the opportunity to eam City of Prairie City pusiness. | am confident,
after you review the following proposal, you will feel MMIT Business Solutions Group / Al
Covered will bring the most value as a business partner to City of Prairie City.

(+3.30.2022)



STATEMENT OF NEED

City of Prairie City is looking for managed [T services partner that can help them address
the need for 24x7%365 access to helpdesk servie

BENEFITS OF MMIT BUSINESS SOLUTIONS GROUP & ALL COVERED
SOLUTION

All Covered Gare (ACC)is designed to increase aach client's return on technology investments
by creating and supporting 2 stable and secure IT infrastructure, tuned to the client's business
needs. Through a strong partnership with the client, MMIT & AG feam delivers proactive and
preventive PG, Network and Server management, troubleshooting and user support, hacked by
documentation and planning. MMIT & AC also offers a range of Cloud Server, Hosting, Security
and Application Development services.

Experience has shown that regularly scheduled management of systems and networks will
substantially reduce the frequency and severity of the common problems that jeopardize the
stability, security, and performance of an organization’s 1T environment.

AGC is delivered through a combination of remote and on-site services.
o Proactive Services and Preventive Support. These remote services are based on &
proven methodology that will help the IT environment run smoothly and prevent many
problems before they affect computer or network performance.
» Monitoring and Reactive Support. Support initiated by either party provides response
to active issues. Troubleshooting and problem~solving are provided on-site {f
appropriate. The managed environment is monitored 24 hours a day.
o End-user Support. This addresses day-to-day end-user problems primarity through
remote diagnostics and felephone support.

Vulaerabliity
Management
UTh) & SIEM
Camplinace Saivices and
Assessnens

Appticatiosn

Piolect Consuiting
Practice

[T tnfrastructore Clout] Seevar

Uparadas & Migrations

iT Strategy & Cansultng Cloued achkup

Help Desk private Cloud 11 Lifecycle Managemmant

& Daploymaent pPractice

Metwark Design and
At gl
Sutvar and Deshiop Businass Continuity lnfrastryctne

Managumenl Cioud Email,
Mobila Devica Anu-Spaul, AT chiving
Manngement Al Coverad Cloud &

H h
vistualization ealthCare Praciice

VIS0 & clISO services
Endpoint Prutection
Parching

Secarity Testing,
Scanoinn & Reperting

gnd User Training
Advarsary Emulaton

- dercatl

Sraff Augmentation £ducathon Practica
A .

Project Manageman Legal Practica

Financs Practics

T Hardwars/Ueensing & Mictasalt Azure
Servd

Heosted Services
(Rjerosnft 365 & G-
Suirey

naces - .
Managed Volca Practice

SAP BuslaessOne (ERPE

Gaogle G-Suite For
Account tdanagemant Education
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MMIT Business golutions Group & All Covered Gare
Engagement plan For City of Prairie City

ON-BOARDING PROCESS

A kick-off meseting will be held to introduce the details of the support model to you and fo
officially begin the startup phase.

Your support team will include Setvice Delivery Enginsers, their managers, an Account
Manager, a Project Coordinator, and a representative from Cperations.

The environment will be fully documented in an electronic guidebook

Remote monitoring is set up for key network elements by our Managed Services team.
MMIT Business Solutions Group & Al Covered Service Desk then monitors these
network elements. The Service Desk operates 24 hours a day, staffed with MMIT
pusiness Solutions Group & All Covered employees, and performs round-the-clock
monitoring of critical devices and applications with alarm conditions being validated,
remediated and escalated to your service defivery team as needed.

Support is available to you starting on the effective date of the contract. Urgent needs
are communicated by calling MMIT Business Solutions Group & All Covered Service
Desk.

SUPPORT LOCATIONS

ERMONTON oot @&
VAHCOUVER —~-=n & DENVER DESHOINES & Support Offices
CALGARY «-w_~«_-»__.‘-~~~-m—~@ KAHSASCITY MIHNEAPOLS L
CHICAGO  CLEVELAND e femote Support Cesters

spaTHE —— B L

peTaor | TORONID & Derver, Colorado

.~ BOSTO
N 4 Phoenix, Arizond
4 " %gﬁ%:%{m ¢ Memphis, Tennessze
J— i BAVTIMORE F Tamgpa. Floridi
CRAMENTO ——— & g -—— WASHINGTON, OC
SAH FRANCISCO ﬁ_ ;_ i PTSBURGH Secuyity Dperasions Centers
_ @w-m" — RALEIGH @ Troy, Michigan
LOSAHGEIES -——— B2 e : e e HRANAP OIS Phosnix, Atizo
o couny —— @ 1o T e ® e
sanmieso & LT Pt Cpnitit
Ty et R it
T s . B Sreding, Virginia
PHOEHI ) i ’ ng TAMPA & Aurars, fMincls
1ASVEGAS MEMPHIS g — WA 4 Chandler, Arizona

HOUSTON
DALLAS sT.LOUIS
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ON-GOING SUPPORT

o MMIT Business Solutions Group & All Covered team will manage the network, scrvers,
computers and technology infrastructure based on a comprehensive support plan.

o Proactive management of the systems helps to avoid problems that would otherwise
interfere with day-to-day operations.

o End user problems are addressed promptly and the systems are monitored continuousty
to ensure rapid response to emerging issues.

o MMIT Business Solutions Group & All Covered manages escalations to your telecom
service providers, hardware vendors, software vendors and application providers.

» Upon request, MMIT Business Solutions Group & All Covered will act as support-liaison
for end-user to initiate a support calt to Line of Business support provider and request
support on pehalf of end-user and direct vendor support provider to work directly with
end-user to resolve issue.

SERVICES NOT INCLUDED

« Services not specifically defined in this agreement are excluded from it, such as, but not
limited to the following. These services may be available as separately billed projects.
o Programming and Line of business application support
o Software and hardware upgrades, cabling
o Home or private network troubleshooting
o Audiofvisual support (projectors, TVs, etc.)
o New application, computer, or peripheral installations
o MMIT & All Covered do not provide hardware repair and recommends Client uses
warranty or vendor repair service

SYSTEM REQUIREMENTS

The full and effective operation of MMIT & All Covered's service delivery tools and processes
depend on the following system requirements being met. Requirements that are not met may
affect system stability and the ability for MMIT& All Covered to resolve issues promptly.

e Servers
o Servers must be from a major brand (Deli, Cisco, HP, IBM, Lenovo, etc.)
o Servers must be under current manufacturer hardware warranty or manufacturer
hardware maintenance contract
o Servers must have an appropriate amount of memory for the applications to
function properly
o Hardware Management Gards for servers must be installed and licensed fully
o Servers mustbe connected to a managed/smart UPS backup
+ Firewall:
o Firewalls must be from a major brand {Cisco, Fortinet, SonicWwall, etc.)
o FEirewalls mustbe a current/supported model
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o Firewalls must be under manufacturer warranty

o Firewalls must have relevant support contracts

o Firewalls must have & static public 1P address
Supyport will not be provided for any operating system, application, or device that is
peyond the manufacturer's published End of Support date.
Al systems must he backed up using an Al Covered managed, or industry-standard
packup solution.
Ethernet cabling must be Category 5E of higher and be properly grounded and bonded.
guitable powet surge protection must be installed for ali critical systems.
Room temperature must be maintained for servers and network devices according to
manufacturers' specifications.
All Client servers and computers must be covered under the Schedule of Services
unless specifically agreed to therein,

CLIENT REQUIREMENTS

Client agrees to:

implement safe prowsing and safe email procedures and best practices. No anti-virus
solution is foolproof and Client's systems are not guaranteed to be 100% virus free by
using any anti-virus solution.

Provide remote access to all supported devices to aflow technical lssues to be resolved.
Notify MMIT & Alt Covered via Service Ticket twenty-four (24) hours or more prior to any
significant proposed device changes for non-system down issues to allow MMIT & Al
Covered to review prior to any changes ocourring.

Own genuine user or device licenses for every operating system and application
instalted and to maintain records of all software media with CD-keys, serial numbers and
untock codes.

Own valid maintenance contracts for all software and devices and fo designate MMIT &
All Covered as an authorized agent of Client under those contracts.

Maintain third party software support contracts for all line-of-business applications to
address end-user support, updaies and upgrades, or to maintain expertise internally by
Client's staff. '

Designaie a primary point of contact or contacts to interact with the Help Desk to avoid
multiple tickets heing generated for the same issue and fo perform simple, guided on-
site tasks.

Plan for the upgrade of any device, operating system oF application that is scheduled to
become end-of-support by its manufacturer; whether of not coverad under the Schedule
of Services.
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